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SETTING THE CONTEXT

The World Bank has been monitoring closely the development of fast pay-

ment systems (FPS) by central banks and private players across the globe.1 

This comprehensive study of FPS implementations has resulted in a policy 

toolkit. The toolkit is designed to guide countries and regions on the likely 

alternatives and models that could assist them in their policy and implemen-

tation choices when they embark on their fast payments journeys. Work on 

the fast payments Toolkit was supported by the Bill and Melinda Gates Foun-

dation. The toolkit can be found at fastpayments.worldbank.org and consists 

of the following components:

• The main report Considerations and Lessons for the Development and 

Implementation of Fast Payment Systems

• Case studies of countries that have already implemented fast payments

• A set of short focus notes on specific technical topics related to fast pay-

ments

This note is part of the third component of the toolkit and aims to provide 

inputs on aspects of oversight from a fast payment perspective. It identifies 

the oversight requirements appropriate for an fast payments and provides 

central banks with both an indication of the extra capacity needed to con-

duct effective oversight when an FPS will be in place and a tool for ensuring 

that the FPS will be designed so that it is consistent with sound standards of 

safety and efficiency. 
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The retail payment landscape has changed dramatically 

in recent years worldwide. One such development involves 

improvements in the speed and convenience for users of 

retail payment services. Enhancements to payment speeds, 

driven by demand for (near) real-time retail payments, is a 

notable trend across jurisdictions, and internet banking, 

mobile payments, and other technological developments 

have increased the flexibility and convenience of making 

retail payments. As a result, the number of jurisdictions with 

services and systems that allow users to conduct (near) real-

time payments on a continuous basis has grown impressively 

since 2010, and prospects are good for further substantial 

growth in the years to come.

In particular, fast retail payment services have been 

deployed (or are being developed) in many jurisdictions. 

In several jurisdictions, stakeholders in national payment 

systems are growing more and more interested in fast pay-

ments, on both the supply side and the demand side, as pro-

viders compete to offer better services and users demand 

more of them.

BACKGROUND2
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In the context of an FPS, and depending on its design, the 

central bank may play diverse and important roles.2 The cen-

tral bank may act as the settlement agent of the system, the 

entity operating the system, the trustee for holding partici-

pant funds (in a deposit-based model; see below), and the 

catalyst of system development, and it fulfills the oversight 

role in relation to this specific type of retail payment system. 

In the context of activities oriented toward the development 

and modernization of the national payment system, the cen-

tral bank can undertake measures aimed at establishing the 

system or provide support to the entities that take the ini-

tiative. In any case, the establishment of an FPS should be 

preceded by discussions on the potential need to create the 

system, which would involve the payment industry and all 

relevant national payment system stakeholders more broadly. 

The central bank would be responsible for holding this policy 

dialogue. Its roles can be further detailed as follows. 

Settlement agent: Acting as the settlement agent is one of 

the roles most frequently fulfilled by the central bank in the 

context of an FPS. As a settlement agent, the central bank 

performs final settlements of payments cleared through the 

FPS. Settlement in central bank money guarantees a pay-

ment’s final and irrevocable nature and enhances the reli-

ability of payments processed in the system. Settlement in 

central bank money is aimed at limiting or removing the 

credit and liquidity risks that are associated with the asset 

used for settlement.3 

Trustee: This role involves the central bank in operating an 

account for the necessary processing of payments in the 

FPS. This account is used either to collect participants’ funds 

as security for payments being executed in the system or to 

set aside the liquidity of the participants, which is then used 

for settlement. Such a solution, which is typically adopted 

by FPS that are based on the deposit model, guarantees the 

integrity of the funds deposited in the account in case of 

the bankruptcy of a participant or the entity operating the 

system (if this is not the central bank) and their exclusive 

use for FPS settlement only. As an alternative to the real-

time settlement model or deferred settlement model, an FPS 

can operate on the basis of the so-called “deposit model.” 

Here payments are executed based on deposits preaccumu-

lated by the participants and held in a dedicated account. 

Each participant’s account has a defined limit; the aggre-

gate transaction amount is covered by the prefunding of the 

dedicated account. Transactions are executed only up to the 

level of the limit set for a given participant. If the limit for the 

sent orders of a given participant is exceeded, the payment 

is rejected. This limit is often referred to as the “net debit 

cap.” Participants manage the level of their liquidity in the 

settlement account of the system and, depending on the 

situation, may complement the required limit or transfer the 

surplus of funds collected over the limit to their account.4

System owner and operator: In some cases, the central 

bank owns and operates its own system (either ACH or real-

time gross settlement, or RTGS), in which fast payments 

ROLES OF THE CENTRAL BANK IN THE 
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are also processed. In such cases, the ACH/RTGS system, 

in addition to executing interbank orders, enables direct, 

immediate execution of large volumes of retail payments in 

the 24-hour mode (for example, the SIC system operated 

by the Swiss National Bank). Under a different variant, the 

RTGS system includes a dedicated but separate and yet 

connected module for the processing of fast payments (for 

example, the New Payments Platform in Australia). Under 

yet another variant, the FPS is an entirely separate—stand-

alone—system, and the RTGS settles only FPS payments (for 

example, FAST in Singapore). 

Catalyzer: The central bank is typically involved in the pro-

cess of creating an FPS. This may come at the instigation 

of the central bank, or it could follow the initiative of some 

banks or other payment service providers (PSPs) as they con-

sider the business potential in the domestic market for retail 

payment services and identify areas for potential improve-

ments.5 As a result of such an exercise, they may evaluate 

whether demand for creating an FPS exists in the country, 

and the central bank would be engaged in the process of 

evaluating the opportunities and challenges and determin-

ing whether to proceed and how best to support the process 

if the decision to move forward is made. 

Overseer: As overseer of the national payment system, the 

central bank holds the responsibility to oversee the FPS and 

the provision of fast payment services. As discussed at length 

below, the goals of oversight include ensuring the safety and 

efficiency of the FPS and services, setting regulations and 

standards, monitoring PSPs’ compliance with rules and regu-

lations, and maintaining public confidence in the FPS.



Fast payments are a specific type of retail payments. As with 

other retail payment services, actors involved in fast payment 

transactions on both the demand and supply sides face var-

ious types of risk. The main risk categories considered are 

those mentioned in chapter 2 of the Principles for Financial 

Market Infrastructures (cited earlier): legal, credit, liquidity, 

and operational risk. Special attention is paid to security 

risks, particularly fraudulent activity, due to the potentially 

important role that security plays in user confidence in retail 

payment services in general and fast payments in particular. 

An additional area that deserves special attention is repu-

tational risk, which is the risk of losing revenue or custom-

ers as a result of negative publicity or a loss of confidence 

(whether based on fact or generated by misperceptions). 

Legal risk: Fast payments, like other retail payment ser-

vices, need to be supported by sound legal arrangements 

according to their specific design, operation, and use. 

PSPs need clarity on the rules and regulations that apply 

when they process fast payments. Rules could be general 

(that is, not specific to fast payments), but the speed that 

characterizes fast payments could make it more challeng-

ing to fulfill some of the requirements. In fast payments, 

it is especially important to have clear rules on payment 

finality and the post-transaction resolution of fraudulent 

or erroneous transactions, and to make sure that netting 

is legally recognized. The related customer liability aspects 

must also be considered.

Credit risk: Credit risk in fast payment services normally does 

not arise between the payer and payee but may exist between 

their PSPs. The payer’s PSP would normally require funds to 

be present in the payer’s account to initiate a fast payment, 

and the payee’s PSP will immediately credit the funds with 

finality in the payee’s account. Should the payer’s PSP allow 

payments to be made on a credit-push or debit-pull basis, 

this would normally be a consequence of a bilateral agree-

ment between the service provider and the customer, and 

the credit risk would be managed by the PSP. Credit risk may 

arise between PSPs in the FPS depending on the settlement 

model. If settlement takes place in real time and before the 

PSP of the payee credits the funds in the account of its cus-

tomer, credit risk does not arise. If settlement is deferred, 

the PSP of the payee will advance the funds to its customer 

before receiving them from the PSP of the payer, and credit 

risk arises between the PSP of the payee and the PSP of the 

payer. In this case, the use of prefunding or collateralization 

arrangements would mitigate such risk. The main difference 

between fast payments and other payment services is that, 

in the former, the payee’s PSP would normally be unable to 

block or recover the funds from the payee, because they 

have been credited irrevocably, and the payee may have used 

them immediately for other transactions. 

Liquidity risk: For payers, liquidity risk in fast payments 

would not be different from that with other payment ser-

vices. For payees, liquidity issues are mitigated in an FPS, 

because the funds are available immediately and with final-

RISKS IN FAST PAYMENTS4
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ity, whereas in other types of services the funds are paid 

later or, in some cases, conditionally, so that payments could 

be reversed or subject to conditions. In an FPS, however, 

irrespective of the settlement model, liquidity risk arises 

between PSPs, because PSPs require liquidity to ensure inter-

PSP settlement. In an FPS with deferred settlement, liquidity 

would be needed only at the end of each settlement cycle, 

yet liquidity risk may arise if the system conducts inter-PSP 

settlement cycles outside normal business hours. In this 

case, such tools as prefunding, liquidity or collateral pools or 

agreements with liquidity providers can be used to ensure 

that sufficient funds are available for settlement. The ade-

quacy of these tools to support, when needed, settlement 

cycles outside normal business hours may be an important 

consideration in an FPS with deferred settlement. In partic-

ular, this requires considering scenarios where the net debit 

cap is exceeded or where the collateral-management and 

large-value-payment systems are not functioning (due, say, 

to a business holiday). 

Operational risk: Continuous availability nearly 24 hours a 

day, seven days a week, 365 days a year (24/7/365) is very 

demanding in terms of operational reliability for the FPS 

and its participating PSPs. Due to the speed of FPS, any 

operational incident that results in the delay or interruption 

of fast payment services would be immediately observ-

able by users. Delays in processing are not easily accom-

modated in an FPS, as they will not allow the provision 

of an immediate payment experience to users. As a result, 

the impact of an operational incident might materialize 

much earlier than in traditional retail payments, in which 

a service interruption or slowdown might go unnoticed. 

Additionally, as users grow accustomed to fast payment 

services and choose to send their payments on the pay-

ment’s due date (rather than a few days in advance), if the 

FPS is unavailable due to an operational incident, the users 

would be immediately affected and could incur penalties 

for late payment or have insufficient funds for other trans-

actions. An FPS is exposed to security risk, as a specific 

type of operational risk, which can be defined as the risk 

that an actor’s assets may be compromised following the 

unauthorized use, loss, damage, disclosure, or modification 

of those assets, originating from both internal and external 

sources, and is highly interrelated to operational risks in an 

actor’s IT systems and processes. 

Fraud risk: Fraud risk is a subtype of operational risk that 

merits further discussion due to its potential importance in 

an FPS. Fraud could encompass various situations, including 

(i) the manipulation of the payer or payee by a fraudster, 

resulting in the issuance of a payment instruction by the 

payer acting in good faith, (ii) the initiation of a payment 

instruction by a fraudster (who has fraudulently obtained 

the payer or payee’s sensitive payment data), or (iii) the 

modification of an attribute (such as the account number, 

transaction amount, or name of the payee or payer) of a 

genuinely issued payment instruction intercepted by the 

fraudster. These fraud types might affect all actors in the 

payment chain, including end users, PSPs, and the FPS over-

all, and they are common to both fast and traditional retail 

payments. However, considering the end-to-end speed and, 

in particular, the immediacy of funds availability, an FPS may 

be a more attractive target for fraud than a traditional retail 

payment system. If funds are available to the payee immedi-

ately and unconditionally, a fraudster could quickly attempt 

to withdraw the funds before the fraud is detected, and 

measures to reverse or recall fraudulent fast payments may 

have limited effectiveness.

Risk to data integrity and privacy: The use of FPS would 

require data and privacy protection. As for all digital financial 

services, breaches of privacy and data security may result in 

identity theft, harm to financial records, fraud, and other 

risks. Mitigating such risks would necessitate legal and regu-

latory provisions that, among other things, clarify the rights 

of users, define data types, give users control over their per-

sonal data, and set out the legal obligations of data control-

lers and processors when interacting with data users and 

with each other. In delivering fast payments services, PSPs 

should consider the aspects of privacy protection involved, 

and oversight should make sure that they do so effectively. 

Reputational risk: Financial or operational problems expe-

rienced by any entity involved in the processing of fast pay-

ments could lead to reputational impacts for that entity or 

for the system as a whole. This type of risk affects mainly the 

clearing and settlement arrangements and the PSPs partic-

ipating in the system. It could also affect users, as consum-

ers or merchants might also suffer reputational damage if 

their payments are delayed due to an FPS malfunction. The 

sources of reputational risk in an FPS are similar to those 

faced by traditional retail payment systems. Yet expectations 

raised by the speed and time availability of an FPS may lead 

to a quicker materialization of the risk in the event of service 

degradation. Reputational risk might also affect the central 

bank or other authorities if they have given the fast payment 

initiative their explicit support, and especially if they own 

and operate the FPS.



As a retail payment system, the FPS could be designated as 

of system-wide (or critical or prominent) importance and 

be subject to appropriate oversight standards.6 The relevant 

oversight criteria discussed in this note should encompass 

the following four relevant dimensions of FPS: (a) legal basis, 

(b) governance, (c) risk management, and (d) efficiency and 

effectiveness. The oversight criteria discussed below build 

on a combination of three sets of oversight tools: the Prin-

ciples for Financial Market Infrastructures, cited earlier; the 

criteria for effective fast payments developed in the United 

States under the aegis of the Federal Reserve Banks;7 and the 

oversight requirements for payment instruments adopted 

by the European System of Central Banks.8 

The criteria can be used both at the design stage of the 

FPS and to assess FPS performance. The criteria could thus 

be used to identify system weaknesses and vulnerabilities 

that require remedial actions. On request by the central 

bank, the FPS operator would be responsible for implement-

ing the criteria, setting system rules that are consistent with 

the criteria, and ensuring that all relevant entities operating 

in the system comply with the rules. In its capacity as over-

seer, the central bank would make sure that the FPS operator 

delivers on the criteria (and all other oversight requirements 

determined by the central bank), and the central bank 

would hold the FPS operator to account for observing the 

requirements.

5.1 LEGAL FRAMEWORK

The FPS should have a sound legal basis. Consistent with 

relevant national laws, the governance authority of the FPS 

should establish rules and contractual arrangements for gov-

erning the system in such a way that it provides a complete, 

unambiguous, and enforceable legal and regulatory frame-

work for the proper functioning of the system.

The legal basis should have requirements, standards, 

protocols, and procedures that govern the rights and obli-

gations of all relevant entities operating in the FPS (that is, 

participating PSPs, fast service providers, and users). The 

legal basis should address the following:

• Authentication of all entities, payments, or messages con-

nected to a payment

• Legal responsibility of PSPs

• Payment-order initiation/authorization and termination 

of authorization

• Cancellation of payments

• Delayed and failed payments

• Payment finality and settlement

• Timing of sending and receiving payments

• Records as proof of payment for payers and payees

• Resolution of disputed payments among users and PSPs9

The legal basis has to provide clear and unambiguous rules 

on payment-settlement finality. The FPS should define the 

OVERSIGHT REQUIREMENTS IN FAST PAYMENTS5

 | 7



8 | Risks in Fast Payment Systems and Implications for National Payments System Oversight

time after which a payment is final—that is, the associ-

ated transfer of value between the payer and the payee 

is irrevocable and unconditional, including under netting 

arrangements. 

The FPS should require the payer’s PSP to approve each 

payment following payment initiation to assure that the 

payer’s account has good funds. In assuring good funds, 

the FPS should provide for customers to be fully informed 

by their PSPs about account-management implications and 

any related fees. Also, the permissibility of overdrafts should 

be decided by an appropriate regulatory authority, and the 

FPS should demonstrate compliance with all regulatory 

requirements relating to overdrafts and credit, as applicable. 

The finality of settlement should happen after good funds 

approval and not later than when funds are made available 

to the payee. 

The legal basis should provide for clear, risk-based, pro-

portional rules on market integrity. The objective is to pre-

vent the abuse of fund transfers for the purpose of financial 

crime, to detect such abuse should it occur, to support the 

implementation of restrictive measures, and to allow rele-

vant authorities to access the information promptly. Rules 

should be in line with the International Standards on Com-

bating Money Laundering and the Financing of Terrorism 

and Proliferation, which the Financial Action Task Force 

adopted in 2012. Such standards determine, among other 

things, which information about the payer and the payee 

PSPs have to attach to fund transfers. 

The legal basis should provide for consumer protection 

rules. These rules and procedures should allocate in a clear 

and transparent way the legal and financial responsibilities 

of all relevant entities in the FPS in the event of losses deriv-

ing from unauthorized, fraudulent, or erroneous payments. 

In particular, the FPS should delineate the roles, responsibil-

ities, and liability allocation that would protect consumer, 

business, and government payers against losses related to 

fraud or errors.

The legal basis should provide for rules to protect data 

privacy and integrity. These should secure information that 

should not be disclosed, including by setting limitations on 

the collection of users’ and providers’ data and on the dis-

closure of payment data to third parties and their use of 

it, and by protecting data access and use in the FPS and 

at users’ and providers’ locations. The rules for data privacy 

and integrity should (i) identify the nature and type of user 

data that may be required for security, legal-compliance, 

and authentication purposes within the FPS; (ii) indicate 

how users may get visibility into the data collected on them 

and limit sharing of such data; and (iii) identify and allo-

cate legal and financial responsibilities in the event of data 

breaches at the FPS or at users’ and providers’ locations.

5.2 GOVERNANCE

The FPS should implement effective, accountable, and trans-

parent governance arrangements that promote the provision 

of safe and efficient services. The internal decision-making 

process of the FPS should appropriately reflect the legiti-

mate interests of the system’s stakeholders. 

Weak governance may have adverse effects on the FPS 

and eventually on the quality of its services, which could 

ultimately cause serious financial losses to its stakeholders.10 

Governance arrangements should aim to protect the trust-

worthiness of the FPS and to promote public confidence 

in it by placing a high priority on safety and efficiency. 

They should assign clear and direct lines of responsibility 

and accountability within the FPS; achieve effective deci-

sion-making in crises and emergencies; and ensure that the 

risk-management and internal control functions have suf-

ficient authority, independence, and resources. The gover-

nance arrangements should be publicly disclosed.

The governance arrangements of the FPS should be inclu-

sive. They should allow for input and representation from 

diverse stakeholders (irrespective of ownership), and they 

should consider the public interest when making decisions 

and rules. In particular, they should proportionately enable 

stakeholders or stakeholder groups to influence the outcomes 

of the decision-making process. This could be achieved by 

giving stakeholders or stakeholder groups appropriate repre-

sentation in the governing body and/or by establishing with 

them effective channels of communication and consultation. 

The governance arrangements of the FPS should address and 

manage actual, perceived, or potential conflicts of interest.

5.3 RISK MANAGEMENT

The FPS should establish a sound risk-management frame-

work for managing legal, credit, liquidity, operational, and 

other risks across the end-to-end spectrum of the payment 

process. The risk-management framework should enable 

the FPS to prevent, detect, and respond promptly to disrup-

tions. In particular, it should enable the FPS to

• Address risks related to settlement;

• Address the risk of unauthorized, fraudulent, or errone-

ous payments; and

• Provide incentives (that is, positive, negative, financial, 

or nonfinancial) for the FPS operator and providers to 

address and contain the risks they pose to others.

5.4 SETTLEMENT
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The risk-management framework should provide for tools 

for mitigating settlement risk. Where feasible, an FPS should 

settle in central bank money. The FPS should ensure that all 

relevant entities are fit to perform their role in the system 

by identifying the financial risks involved in the payment 

process and by having the appropriate measures defined to 

address these risks. The risk-management framework should 

provide for measures to mitigate exposures to credit and 

liquidity risks arising from any lag between transaction final-

ity and settlement and to ensure that credit exposures among 

participants are fully covered. Also, credit and liquidity risk 

issues that may affect users should be addressed 24/7/365. 

In an FPS with deferred settlement, the credit risk borne by 

PSPs can be managed through limits (to the aggregate net 

positions of PSPs), frequent settlement cycles, loss-sharing 

agreements, collateralization, prefunding arrangements, or 

an agreement with one or more liquidity providers. In an FPS 

with real-time settlement, the liquidity needs extend beyond 

normal business hours. This might require procedures to 

ensure that sufficient liquidity is available in advance (for 

example, through supplementary funding in the FPS settle-

ment accounts of the PSPs or provided by the central bank). 

In an FPS with deferred settlement, liquidity needs could be 

mitigated, as participating PSPs would require funds to cover 

only the net debit position at a specific settlement time.

Participants in the FPS should be given access to the 

information needed for them to evaluate and mitigate finan-

cial risks. However, sensitive information should be disclosed 

to the relevant actors only on a need-to-know basis. 

5.5 OPERATIONAL RISK AND OPERATIONAL RESILIENCE

Operational risk, including fraud, could have a serious impact 

on FPS settlement. (See box 1.) Operational risk results from 

the failure of internal processes and systems caused by 

human error or external events and could lead to financial 

losses for one or more of the parties using the FPS, possi-

bly undermining user confidence in it. Thus, the governance 

arrangements of the FPS should ensure that all relevant enti-

ties in the system have adequate policies and procedures 

FPS are unlikely to eliminate much of what is considered 

customary operational risk. In fact, they may introduce 

new sources of operational risk. The new systems and 

processes of an FPS will have to coexist and integrate 

with legacy payment complexes that are largely batch 

environments.

An FPS that is unavailable for a few minutes can cause 

several hundred payments to fail and the consequences 

of any downtime to become even more serious than in 

traditional systems.

Operating in a 24/7/365 environment also affects 

how PSPs perform end-of-day batch tasks. With real-

time payments flowing uninterrupted, PSPs can no lon-

ger afford the luxury of having downtime to process 

end-of-day runs, which have to be done while still pro-

cessing payments from customers. This requires PSPs 

to run two processing sites, live, enabling the providers 

to switch from one site to another if downtime on one 

infrastructure is required.

A 24-hour operation that doesn’t afford downtime 

and is required to operate continuously while moving 

ever-increasing volumes is largely unique in the context 

of banking and legacy payments. Not only are cease-

less operations of the nature being considered more 

demanding and less forgiving on their face, they are 

arguably countercultural across a swath of payment 

franchises in the world of banking. 

Such operations could differ substantially and qual-

itatively from those that have come before. In spite of 

the many developments that the payment industry has 

experienced throughout its history and, in even more 

recent times, due to the dramatic improvements in 

technology, it has never dealt with a similar change so 

far. And the industry may rely too much on the occur-

rence of the natural downtimes that exist in many oper-

ations and that are used for maintenance, repair, and 

cross-system assimilation, and it may turn out to be 

unprepared to act in a no-interruption environment. 

Shouldn’t planned downtimes then be considered 

as a policy tool for an FPS? Planned downtime might 

serve to mitigate the risk that continuous operation 

may pose to the FPS and its stakeholders, and since 

an FPS could facilitate faster runs on banks, planned 

downtime, or the notion that downtime may be 

decided for policy purposes, might prove to be use-

ful in slowing or halting a run. In any case, planned 

downtimes of the FPS and the systems of its partici-

pants should be intimated in advance to the public at 

large, to enable them to make alternate arrangements 

for their payments.

BOX 1  OPERATIONAL RISK IN FPS11
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in place to mitigate operational risk and to ensure business 

continuity. In this last regard, entities that use outsourced 

services should make sure that their business continuity is 

protected against possible contingencies affecting their 

service suppliers. In principle, the impact of an operational 

incident could be mitigated by measures similar to those 

used in other non-fast payment deployments: rigorous pro-

cesses for the identification and mitigation of operational 

risk, including cyber resilience (see below), redundancy, 

and business-continuity arrangements to ensure the timely 

recovery of services in the event of a major disruption. The 

timely communication of information to stakeholders in case 

of operational incidents should be part of these operational 

risk-management processes.

5.6 RESILIENCE

The FPS should have mechanisms and systems to ensure 

high levels of end-to-end availability and reliability under 

both normal and stressed operating conditions. The FPS 

should define target-availability metrics. It should also have 

business-continuity and disaster-recovery plans to ensure 

the timely recovery and resumption of critical services in 

the event of an outage or cyberattack. The FPS should have 

mechanisms to minimize the chance that an adverse event 

would cause other market participants to fail to meet their 

obligations (that is, that it would trigger system-wide risk). 

The FPS should demonstrate that sufficient resources are 

devoted to business continuity and resilience, and it should 

conduct regular contingency testing across all operators and 

providers of its end-to-end systems.

 5.7 SECURITY AND SAFETY

The FPS should have identification and verification pro-

cedures for enrolling and transacting with providers and 

users. These procedures will be used by the FPS operator 

and providers to authenticate providers and users to access 

the system. The FPS should have mechanisms to ensure that 

payments reach the intended payees at the intended payee 

accounts. For example, the FPS might (i) require the pay-

ee’s PSP to communicate explicit acceptance of a payment 

before finalizing the transaction, (ii) provide a mechanism 

for sending a prenotification or test message to help con-

firm the identity of the payee and to validate the existence 

of the payee’s account, and (iii) require monitoring for pay-

ment anomalies. The FPS should apply effective user-au-

thentication controls across all delivery channels and may 

vary the authentication procedure based on the risk profile 

of a given transaction. The FPS should enable the user to 

be authenticated initially to the system (at enrollment and 

prior to transactions) and also require PSPs to reauthenti-

cate users based on the risk profile of a transaction. The FPS 

should be able to adopt new and decommission old authen-

tication models based on the evolving threat landscape. In 

particular, the FPS could be integrated with a national digital 

ID system.

The FPS should be able to comply with rules and regula-

tions concerning AML and combating the financing of ter-

rorism. This involves both operational and other risk issues. 

Operational issues, such as inadequate or failed internal 

processes or decisions made by people, can leave the 

system vulnerable to money laundering. Other risks play 

a similar role, since prominent or repeated breaches can 

harm the reputation of PSPs with regulators and stakehold-

ers (including consumers), as well as the reputation of the 

country vis-à-vis standard-setting bodies and the interna-

tional community. Technology can be a precious ally in the 

AML fight. (See box 2.) 

The FPS should have procedures to authenticate pay-

ments.12 The FPS should require each payment to be initiated 

only with the explicit and informed consent of the payer to 

the payer’s PSP, unless the payment is preauthorized prior 

to payment initiation. If the FPS allows preauthorization, it 

should enable the payer to preauthorize the payer’s PSP to 

make one or more payments based on defined parameters, 

as relevant to those payments (for example, the account 

from which funds are drawn, payee, frequency, time and 

date, amount, amount limits, duration of authorization, and 

so on.) The set of pre-authorizations made by the payer 

should subsequently be made visible to the payer. If the FPS 

allows preauthorization, it should enable the payer to revoke 

any preauthorization of payments, or to change relevant 

preauthorization parameters, easily and in a timely manner.

Based on the rules for consumer protection under the 

legal basis, the FPS should have controls and mechanisms 

to protect user data. These should prevent the unintended 

exposure of user data, both digital and physical, which 

should be protected in transit and at rest, before, during, 

and after a transaction. The FPS should require that all enti-

ties have in place robust controls and mechanisms (includ-

ing for users), appropriate to their roles, to protect sensitive 

information through the end-to-end payment process. The 

FPS should have controls and mechanisms to protect from 

unnecessary disclosure sensitive information needed for 

account setup, transaction setup, and problem resolution. 

For example, to initiate or receive the payment, the payer 

and payee should not need to know each other’s account 

numbers or other sensitive information. Also, the FPS should 

have controls and mechanisms to protect any sensitive infor-

mation that is needed to process and complete a payment. 

For example, the payer and payee should not learn of one 
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Clients want their payments to be processed quickly 

because, for them, it increases efficiency, transparency, 

convenience, and financial control. For small and medi-

um-sized companies, this form of payment processing 

can alleviate liquidity stress and counterparty risk. More 

broadly, people have grown accustomed to things mov-

ing fast, so they have little patience and understanding 

when payment processing is slow. Fast payments allow 

sellers and buyers to exchange money and purchase 

services in seconds. Funds are received in the payee’s 

bank account almost immediately, instead of requiring 

a few business days. That can make a significant dif-

ference to the cash flow of a small business in particu-

lar, and it means less time spent waiting for money to 

clear from the buyer’s point of view. Fast payments are 

a common requirement in the new economy: The cur-

rent generations of customers (millennials and beyond) 

want to be able to make payments anytime, anywhere, 

using their mobile devices.

But…

Fast payment processing also makes it more difficult 

to detect financial crimes such as money laundering 

and financial fraud. Criminals want to move money as 

quickly as possible through a number of accounts at 

different international banks to disguise the origin of 

the funds. There is no faster way to do this than with 

fast payments. How can a PSP detect money launder-

ing in a real-time world when transaction monitoring is 

conducted in a batch process?

It is difficult enough for financial institutions to 

monitor against money-laundering violations when it 

takes three to five days for a transaction to be cleared, 

or at best overnight. With fast payments, the nearly 

impossible becomes totally impossible using conven-

tional methods, as transactions clear in a matter of 

milliseconds. Conventional here refers to suspicious 

transactions being put in a queue and investigated 

in batch mode, where anti-money-laundering (AML) 

systems generate too many false positives (typically 

between 2 percent and 15 percent of all transactions) 

and therefore impose a huge workload on PSPs and 

investigators. With fast payments, this problem is 

greatly increased because PSPs are under pressure to 

meet the agreed level of service.

Technology and Risk Management

Transaction-monitoring systems built on current tech-

nology and machine learning offer a credible answer. 

Combining algorithms that learn from past results with 

the expertise and knowledge of AML-compliance offi-

cers, the system learns to identify false positives, and 

compliance officers can focus on alerts where the proba-

bility is high that money laundering is actually occurring. 

Another recently developed technology, called visual 

mapping, provides insights into how fast payments are 

moved around. Suspicious payments can be tracked as 

they move between customer accounts, regardless of 

whether the payment amount is split between multiple 

accounts or the accounts belong to the same or differ-

ent financial institutions. The software creates a visual 

map of where and when money has moved, providing 

new insights and intelligence that fraud and compliance 

teams can use to take action. By bringing together trans-

actional data from multiple financial institutions and 

running sophisticated algorithms, such solutions can 

identify the so-called “mule accounts” that are used to 

launder money and conduct other illegal activity. Many 

of these accounts are not set up by the criminals them-

selves but by a number of scams, including phishing 

and spam email and instant messaging. 

However, while technology is a necessary condition 

for successful FSP compliance with AML, it is not suf-

ficient. Even with advanced technology, PSPs need to 

increase their staffing to meet the challenge and ensure 

that they have enough staff with sufficient knowledge 

and authority to be available to review transactions 

quickly. To keep pace, some banks have outsourced 

simple customer due-diligence functions or moved 

them offshore. That said, the trend is definitely toward 

investing in more technology. As a recent article in The 

Economist put it, “Now, the biggest question for bank 

controllers is how many humans they can replace with 

bots without compromising compliance. . . . Banks are 

going into partnership with some of the hundreds of 

‘Regtechs’ that have sprouted in recent years.” Tech-

nology must be a large part of the solution, but banks 

will need to take care and seek expert independent 

advice when reviewing the new regtech apps, as the 

regulators and the markets will penalize them should 

their techno-experiments fail.14

BOX 2  FAST PAYMENTS: ENORMOUS POTENTIAL VERSUS FINANCIAL CRIME RISKS13
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another’s account numbers or other sensitive information 

at any point throughout the end-to-end payment process. 

Note that sensitive information should be defined by the 

FPS consistent with the applicable national law.

An FPS should protect users from the risk of fraud.15 Most 

of the measures applied in traditional systems to mitigate 

fraud risk (whether ex ante measures to detect fraud, such 

as security screening, or ex post measures, such as SMS 

alerts for users) might be used to help detect and manage 

fraud cases in fast payments. Some of these measures may 

take advantage of the information that accompanies fast 

payments; many FPS have detailed information about the 

sender, recipient, time of transaction, and geographic ref-

erences that can enhance payment analysis to detect fraud. 

However, these measures could be less effective in an FPS 

due to the small amount of time between payment initiation 

and execution. For this reason, an FPS may face challenges 

in being able to complete the necessary security screen-

ing on payments while at the same time meeting end-user 

expectations for speed.16 Yet, although screening could be 

performed quickly and automatically, the management of 

payments identified as suspicious might require interven-

tions that could slow the process. Limits on the amounts of 

individual transactions are a potential mitigating measure to 

cap payers and intermediary institutions’ exposure to fraud-

ulent operations. Such limits would also make the fast-pay-

ment deployment less attractive for fraudsters.

The FPS should require and facilitate the timely and fre-

quent sharing of information about fraud across all relevant 

stakeholders and systems. The FPS should require the sharing 

of information to facilitate the management and monitoring 

of fraud (for example, patterns suggestive of risk, known 

instances of fraud, known vulnerabilities, the significance 

of the information, and effective mitigation techniques). 

Information shared for anti-fraud activities should be used 

only for the purpose of managing fraud. Whenever possi-

ble, personally identifiable information should be excluded 

from information sharing; if shared, such information should 

be encrypted. The FPS should indicate how the proprietary 

data of entities other than PSPs would be aggregated, man-

aged, and protected for purposes of sharing fraud infor-

mation. The FPS should facilitate information sharing that 

supports the real-time and ex post management and mon-

itoring of fraud, and it should provide timely updates and 

alerts. The FPS’s information-sharing mechanisms should be 

easy to implement, update, and maintain. The FPS’s infor-

mation-sharing mechanisms should support differential 

access to contents based on the roles and responsibilities 

of each entity (that is, operator, provider, or regulator). The 

FPS’s information-sharing mechanisms may include a cen-

tral trusted repository to perform such functions as storage 

and aggregation of the information. The FPS should have 

the ability to aggregate fraud information to spot patterns 

that may not be visible at the level of an individual entity.

The FPS should have a robust system of controls in place 

to address and foster security, including but not limited to 

the integrity and protection of data. The control system 

should be integrated with the existing risk-management 

processes. In more detail, the FPS should provide layered 

and robust technical, access, operational, procedural, and 

managerial controls and strong technical access compo-

nents and controls, including the following:

• Identity verification and access management

• Data encryption in transit and at rest

• Data quality and integrity controls

• Data-breach prevention and detection

• Layered security controls

• Components and controls that leverage industry stan-

dards

• Data retention and disposal controls

• Operations security, monitoring, and incident response

• Communications and network security

The FPS should be robust against cyber risk and resilient to 

it. It is important that the FPS identifies its critical business 

functions and the supporting information assets that should 

be protected, in order of priority, against compromise. The 

FPS should implement appropriate and effective controls 

and design systems and processes in line with leading cyber 

resilience and information-security practices to prevent, limit, 

and contain the impact of a potential cyber incident. The FPS 

should be able to detect the occurrence of potential cyber 

incidents and ready to take appropriate countermeasures 

against breaches. The FPS should also design and test its 

processes to enable the safe resumption of critical operations 

within two hours of a disruption and to complete settlement 

by the end of the day of the disruption, even in the case of 

extreme but plausible scenarios. Once employed within the 

FPS, the elements of its cyber resilience framework should 

be rigorously tested to determine their overall effectiveness.17 

The FPS should monitor PSP compliance with risk-man-

agement requirements on an ongoing basis. All participat-

ing PSPs should adhere to the FPS’s requirements relevant 

to their role and fulfill all related obligations and respon-

sibilities. The FPS should have effective processes in place 

to monitor and enforce compliance by all relevant entities, 

including by adopting appropriate sanctions in the event of 

noncompliance.
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The FPS operation should be consistent with the protec-

tion of market integrity. The FPS should require PSPs to put 

in place effective procedures to detect transfers of funds 

that lack the required information and to determine whether 

to execute, reject, or suspend such transfers of funds.18

Finally, based on the rules for consumer protection under 

the legal basis, the FPS should have processes and time 

frames for handling disputed payments. These would arise 

from fraudulent or erroneous activities and would require 

mechanisms (i) to block funds availability (in a way that is 

consistent with any applicable laws and/or regulations) if an 

unauthorized, fraudulent, or erroneous payment is identi-

fied by the receiving PSP prior to payment finality, and (ii) to 

hold rule violators accountable. The FPS should clarify how 

PSPs should act to resolve errors and fraudulent or unautho-

rized payments. The FPS should also provide mechanisms 

for any party to the transaction to request prompt voluntary 

return of funds from the payee or the return of funds as 

required by law.

5.8 EFFICIENCY AND EFFECTIVENESS

The FPS should efficiently and effectively meet the require-

ments of its participants and users, including when choos-

ing the clearing and settlement arrangement; the operating 

structure; the scope of products cleared, settled, and deliv-

ered to users; and the technology and procedures. The FPS 

should offer convenient baseline features and facilitate the 

provision of value-added services to users and support 

cross-border payments. The FPS should be interlinked with 

other payment systems and other financial market infra-

structures, including, for instance, collateral-management 

systems. Also, access to the FPS should be open to all non-

bank PSPs that intend to offer fast payment services. The 

FPS should have clearly defined goals and objectives that 

are measurable and achievable, such as in the areas of min-

imum service levels, risk-management expectations, and 

business priorities, and it should have mechanisms for regu-

larly reviewing its efficiency and effectiveness. 

The FPS should provide the central bank with all relevant 

information and data on the pricing structure of its services. 

An FPS ecosystem normally features multiple points of pric-

ing. The pricing strategy employed at each point may differ, 

but the pricing scheme and fee structure charged to users 

by participants depend on the pricing scheme adopted by 

the FPS and the participants. As the FPS and central bank 

evaluate the overall level of competition within the system, 

information and data on pricing, covering participation fees 

and user charges, especially if benchmarked against the 

same information and data from FPS in other countries, con-

stitute essential inputs. 

5.9 COMPETITION

The FPS should allow PSPs to compete to offer services. The 

FPS should allow the choice of PSPs based on factors such as 

services (range and quality) and prices and consumer pref-

erences more broadly. The FPS should allow any entity to 

switch easily among PSPs and/or to use multiple PSPs. The 

FPS should require PSPs to disclose in advance to their cus-

tomers all information necessary to make it easy to under-

stand the total cost of using their services.

The FPS should allow PSPs to provide value-added ser-

vices. The FPS should not prevent PSPs from offering addi-

tional services beyond the FPS’s defined baseline features as 

long as the PSPs meet participation requirements, and the 

FPS should possibly facilitate such offerings. The FPS should 

allow PSPs to integrate with the FPS by adopting open and 

accessible standards. The FPS should be interoperable with 

payment format standards (for example, ISO 20022), and it 

should utilize a message format that

• Interfaces or interoperates with existing payment format 

standards that are relevant to use cases targeted by the 

FPS;

• Enables cross-border interoperability;

• Is cost effective to adopt;

• Facilitates innovation; and

• Is adaptable to future needs and standards by permitting 

a mechanism for update.

5.10 ACCESSIBILITY

The FPS should enable any authorized entity to initiate and/

or receive payments to or from any other entity (consistent 

with applicable legal restrictions). The FPS should facili-

tate payments to or from all types of payment accounts (or 

e-money-storing devices) based in the national jurisdiction 

and held at licensed PSPs and to or from all bank and non-

bank PSPs. The FPS should authorize the use of “open-bank-

ing” practices and application programming interfaces that 

allow PSPs to access their clients’ account information, upon 

client consent via dedicated interfaces. The FPS should 

demonstrate how all entities choosing to use it can be sure 

that their payments can reach any and all payees. The FPS 

should address the needs of the unbanked or underserved 

to send or receive payments affordably, and it should set up 

a credible plan for achieving widespread adoption. The plan 

should demonstrate credibility by showing that adopting the 

FPS is technically feasible for PSPs and explaining how PSPs 

are motivated to participate and make the system available 

to users. If the FPS includes multiple operators or networks, 

it should have a credible plan to achieve interoperability 
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across these entities. The plan should demonstrate credibil-

ity by showing that a payment initiated through one oper-

ator, network, or provider can be received by a user served 

by another operator, network, or provider. Finally, consistent 

with relevant law provisions, the FPS should allow partici-

pating PSPs to make fast payment services available to their 

customers through agents. The activity of PSP agents would 

be under the oversight of the central bank.

11. USABILITY

The FPS should provide a straightforward and simple user 

experience and be available anytime, anywhere, any way, 

using a variety of access points. The FPS should be avail-

able to users in a variety of circumstances, and through a 

variety of channels, devices, and platforms (for example, 

without a mobile device, with a mobile device, remotely 

with a mobile device, and online). The FPS should enable 

an authorized entity to initiate a payment with limited infor-

mation (for example, with a name, email address, and/or a 

phone number) as appropriate for each use case and in a 

way that sufficiently supports receiver authentication. The 

FPS should be accessible to users 24/7/365, including to ini-

tiate the payment, have visibility into payment status, and 

receive final availability of good funds. The FPS should be 

easy to use, accommodate varying levels of user proficiency 

with technology, and address the usability needs of individ-

uals with disabilities, the elderly, and individuals with limited 

language proficiency. 

12. PREDICTABILITY

The FPS should provide a reliable and standard user experi-

ence for its baseline features. The FPS design should ensure 

that the system can deliver a defined baseline of core fea-

tures. Baseline features of the payment experience (for 

example, timing, legal rights, costs, and risks) should be 

defined, documented, and communicated so that they are 

well known to users and compliant with consumer protec-

tion and commercial law. Aspects that might vary between 

payments (for example, fees or timing) should be communi-

cated by the PSP to the user in advance and at the time of 

each payment. Communications should be appropriate for 

the audience, uniform, clear, concise, and easily understood. 
To facilitate a consistent experience for users, the FPS should 

adopt standard communication and messaging protocols. 

Finally, error-resolution protections, rights, and liabilities of 

the payer and payee should be clearly defined and easy to 

understand for all parties.

13. SCALABILITY AND ADAPTABILITY 

The FPS should be able to adjust readily to ongoing environ-

mental developments and thus scalable and adaptable. The 

FPS should readily support projected transaction volumes, 

values, and use cases. The FPS technical design should sup-

port projected use cases and demonstrate the capacity 

not only to handle projected volumes and values, includ-

ing increased transaction volumes and values during peak 

times or periods of stress, but also to accommodate a cush-

ion above projections. The FPS technical design should be 

readily adaptable to developments originating from tech-

nology, the economy (for example, financial system failures 

and economic crises), regulations, and customer demands.

The FPS should support payments in multiple use cases 

and be adaptable to new payment use cases in the future. 

Examples of use cases include business-to-business, low-

value, just-in-time supplier payments; business-to-person, 

high-value payments (for example, medical insurance claims); 

business-to-person, low-value payments (for example, wages 

for temporary workers); person-to-person payment (for 

example, payments to friends); person-to-business, remote, 

real-time payments (for example, emergency bill payments).

14. CROSS-BORDER FUNCTIONALITY

The FPS should enable convenient, cost-effective, timely, 

secure payments to and from other countries. The FPS should 

allow for interoperability with similar FPS in other countries. 

Relevant interoperability considerations might include dif-

ferences in messaging standards, languages, character sets, 

mandatory data elements, party/account identifiers, regula-

tory considerations, and the timing of settlement and good 

funds availability. The FPS should facilitate access to PSPs 

that are active in cross-border payments as well as to for-

eign-remittance service providers. The FPS should require 

PSPs to make advance disclosure (both prior to and at the 

time of the payer initiating the payment) of fees, exchange 

rates, and other user costs, as well as the timing of good 

funds availability and any risks with the payment, consis-

tent with regulatory requirements. The FPS should allow 

conversion from one currency to another as necessary for 

cross-border payments. If the FPS does not have cross-bor-

der functionality at implementation, it should have a cred-

ible plan for implementing cross-border payments in the 

future. The plan should demonstrate credibility by showing 

the timeline for cross-border implementation and how the 

other considerations of this criterion will be addressed.



This note was intended to offer guidance on the oversight of 

FPS. It identified the oversight requirements appropriate for 

an FPS and provides central banks with both an indication 

of the extra capacity needed to conduct effective oversight 

when an FPS will be in place and a tool to ensure that the 

FPS will be designed so that it is consistent with sound stan-

dards of safety and efficiency. 

Oversight requires cooperation at various levels, from 

cooperation between regulators, supervisors and overseers 

to cooperation between the authorities and all other rele-

vant stakeholders. The aims of such cooperation are to foster 

communication and consultation that enables authorities to 

support each other as they fulfill their mandates, and to solicit 

collection action from stakeholders when needed. Cooper-

ation needs to be effective in normal circumstances and 

should be adequately flexible to facilitate effective communi-

cation, consultation, or coordination, as appropriate, includ-

ing during periods of market stress and in crisis situations. 

CONCLUSION6
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NOTES

1. According to the Committee on Payments and Market 
Infrastructures (CPMI), a fast payment can be defined as a 
payment in which the “transmission of the payment message 
and the availability of ‘final’ funds to the payee occur in real 
time or near-real time on as near to a 24-hour and seven-day 
(24/7) basis as possible.”

2. For a comprehensive review of the various FPS models, see 
Instant Payments Systems—Analysis of Selected Systems, Role 
of the Central Bank and Development Directions (Narodowy 
Bank Polski, Warsaw, June 2015).

3. See Committee on Payment and Settlement Systems and 
Technical Committee of the International Organization of 
Securities Commissions (IOSCO), Principles for Financial 
Market Infrastructures (Bank for International Settlements, 
Basel, April 2012), Principle 9 (Money Settlement). In October 
2014, the Committee on Payment and Settlement Systems was 
renamed the Committee on Payments and Financial Market 
Infrastructures. 

4. Express Elixir in Poland and BiR in Sweden are examples of this 
type of model.

5. The Reserve Bank of Australia’s role spearheading the launch of 
the New Payments Platform is an example of the catalytic role 
that central banks can play in the development of FPS.

6. Designation is the process whereby the central bank, in its 
capacity as overseer of the national payment system (NPS), 
identifies NPS entities (including systems, services providers, 
and payment instruments or schemes) and classifies them 
according to specific classes of risk, such as systemically 
important, of system-wide (or critical or prominent) 
importance, and others—that is, the level of risk that could 
emerge from their operation and the extent to which such risk 
could spill over to other NPS entities, the financial system, and 
the broader economy or affect public trust in the NPS and the 
national currency. For each class of risk, the central bank would 
then identify appropriate and proportional oversight standards 
and requirements and require the system to observe them. 

7. This section draws on Faster Payments Task Force, Faster 
Payments Effectiveness Criteria (Federal Reserve Banks, 
January 26, 2016). 

8. See European Central Bank (ECB), Harmonised Oversight 
Approach and Oversight Standards for Payment Instruments 
(ECB, February 2009).

9. Disputed payments may originate from errors, unauthorized 
transactions, or disputes in the payment process.

10. The term stakeholders refers not only to the entities that 
operate in the FPS but also more broadly to the financial and 
nonfinancial industry that is involved in the production and 
delivery of fast payment and related services, the community 
of consumers and merchants, and the general public at large. 

11. The content of this box draws on Julius Weyman, “Risks in 
Faster Payments,” Retail Payments Risk Forum Working Paper 
(Federal Reserve Bank of Atlanta, May 2016).

12. Financial authorities and international financial organizations 
have highlighted the relevance of developing a robust cyber 
resilience framework to maintain the functioning of services 
of financial market infrastructures even after a cyberattack. In 
June 2016, the CPMI and IOSCO released the report Guidance 

on Cyber Resilience for Financial Market Infrastructures, which 
provides financial market infrastructures with guidelines for 
developing and enhancing their cyber framework, focusing 
on the recovery of critical services within two hours after the 
occurrence of an incident. In line with such guidance, the ECB 
has developed a powerful tool that can be adapted to systems 
at different levels of sophistication; see Cyber Resilience 
Oversight Expectations for Financial Market Infrastructures 
(ECB, December 2018).

13. The content of this box draws on Paul Hamilton, “Instant 
Payments: Enormous Potential versus Financial Crime Risks,” 
AML Knowledge Centre, https://aml-knowledge-centre.org/
instant-payments-enormous-potential-versus-financial-crime-
risks/.

14.  The Economist, “The Past Decade Has Brought a Compliance 
Boom in Banking,” May 4, 2019.

15. In May 2018, the CPMI issued the report Reducing the Risk 
of Wholesale Payments Fraud Related to Endpoint Security. 
While focusing on large-value-payment systems, the approach 
recommended in the report offers valid recommendations 
and insights that can be usefully implemented retail payment 
systems.

16. As reported by the CPMI, in some instances, end users 
may be willing to sacrifice some level of speed or service 
availability to track payment activity and mitigate the risk 
of fraud. For example, in Korea, concerns about a rise in 
telecommunications fraud led to the introduction in October 
2015 of the “delayed transfer system” under which a payer can 
delay the timing of otherwise fast payments for a period set in 
advance by the payer.

17. Financial authorities and international financial organizations 
have highlighted the relevance of developing a robust cyber 
resilience framework to maintain the functioning of services 
of financial market infrastructures even after a cyberattack. In 
June 2016, the CPMI and IOSCO released the report Guidance 
on Cyber Resilience for Financial Market Infrastructures, which 
provides financial market infrastructures with guidelines for 
developing and enhancing their cyber framework, focusing 
on the recovery of critical services within two hours after the 
occurrence of an incident. In line with such guidance, the ECB 
has developed a powerful tool that can be adapted to systems 
at different levels of sophistication; see Cyber Resilience 
Oversight Expectations for Financial Market Infrastructures 
(ECB, December 2018.

18. Guidance relevant to this purpose is contained in European 
Banking Authority, European Securities and Markets Authority, 
European Insurance and Occupational Pensions Authority, and 
Joint Committee of the European Supervisory Authorities, Final 
Guidelines, JC/GL/2017/16 (European Supervisory Authorities,  
September 22, 2017). The report elaborates joint guidelines 
under Article 25 of Regulation (EU) 2015/847 on the measures 
payment service providers should take to detect missing or 
incomplete information on the payer or the payee, and the 
procedures they should put in place to manage a transfer of 
funds lacking the required information. 




